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Bringing digital transformation to the 
supply chain with Azure IoT Suite 
If manufacturers don’t ship on time because of a problem in the supply chain or production line, customers and future sales are 
affected. To stay competitive in the marketplace, prevent costly delays, and avoid errors, it is critical to understand and respond 
quickly to end-to-end operations of production lines, factory, and the entire supply chain. 

At Microsoft, hardware for products like Microsoft Surface, HoloLens, and Xbox is big business. In fact, in fiscal year 2016, it was 
more than an 8-billion-dollar business. This amount underscores why it’s so important to monitor, share information about, and 
optimize manufacturing operations. 

We are on a three-phase transformational journey to bring the benefits of digital transformation to our supply chain factories. 
Overall, we want to achieve three broad goals: 

• Increased productivity. It’s faster to get data and create reports on production, shipment yield, and quality. 

• Improved operation reviews. We make decisions based on current, trusted, interactive data. 

• Decreased time to root cause, and drive continuous improvement. We quickly detect process-related issues and 
anomalies to change how the supply chain is managed. 

Envisioning a better supply chain process 
We currently manufacture over 42,000 different products that end up as more than 77 million units manufactured each year, 
shipped to 30,000 locations in 107 different countries. Our systems generate 1 terabyte of supply chain data each day. 
Microsoft Supply Chain (MSC) manages the global supply chain for Microsoft, including supply chain management, new product 
introduction, strategic sourcing and business planning as it relates to the manufacturing process. MSC also manages safety, 
compliance, and sustainability in all of our production facilities and customer care.  

 

Figure 1.  Microsoft Supply Chain 

Assessing supply chain efficiency 
Our supply chain faces challenges every day. Our products live in competitive marketplaces and we want to have the best 
products and customer service possible. Our most common challenges include: 

• Pricing pressure and thin margins. Manufacturing and supply chains are required to aggressively manage sourcing, 
production, fulfillment, and after-sales support costs to put products in a position to compete in a crowded marketplace. 

• Increasing customer service expectations. The era of free shipping, same day delivery, white-glove service, and liberal 
returns policies conflicts with margin pressure. 
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• Product Quality Imperative. Shipping consumer electronics products poses significant risks for issues that occur over the 
product lifetime. There is a clear need for the supply chain to mitigate these risks by proactively identifying and fixing 
issues before shipping to our customers. 

• Shorter product lifecycles are the reality in today’s marketplace. Precise global launch windows require intricate 
orchestration—getting it wrong brings a higher risk of write-offs, write-downs, and missed sales. 

We’re embracing digital transformation at Microsoft and, for MSC, that means changing how we run our supply chain. 

Transforming the supply chain  
To transform our supply chain processes in a structured and predictable way, we’ve divided our work into phases. The three 
phases each take us one step closer to an intelligent supply chain process that enables digital transformation. We’ve completed 
Phase 1, and are at the end of Phase 2, which we’ll focus on in this paper. Phase 3, which will finish the journey, is in our sights 
for the immediate future. 

Phase 1 (Get connected) 
Our first phase was about connecting the data from any data system and surfacing the combined data to help operators, 
factory managers, executives, and others to spot trends and issues.  

We started with common reports; Yield, Packout (line build), Shipments, Repairs Inventory, Out of Box Audit (OBA), and Clear to 
Build (CTB/COS) and automating the source, movement, and processing of the related data for these reports. We used several 
methods to connect to data sources, such as a PowerShell script moving the flat files to Azure Blob Storage, Azure SQL Proxy 
Service moving data into Azure Data Lake, Azure Connected Factory joined to an IOT gateway at the factory, and connectors to 
Share Point services to accommodate hand-fed data.  

From an IoT perspective, we’ve identified many opportunities and scenarios—such as with our factory partners—for choosing 
the machines and operations that we can collect data from. We’re using Azure Connected Factory in the Azure IoT Suite for 
these scenarios. Azure Connected Factory has allowed us to closely align to our vision of: 

• Improving operational efficiency.  

• Performing remote monitoring and predictive maintenance. 

• Ingesting events from sensors in real time. 

• Providing a data analysis and visualization framework, and incorporating real-time, streaming analytics. 

 

Figure 2. Microsoft Supply Chain Services in Azure 

  

http://www.microsoft.com/ITShowcase
https://www.microsoft.com/en-us/cloud-platform/internet-of-things-azure-iot-suite
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With Azure Connected Factory, we can pull telemetry data from our entire supply chain, from machines on the factory floor, to 
supplier information. 

The first part of connecting our supply chain processes to Azure is data contracts. We’ve created data contracts that govern any 
and all incoming data. We currently have three different contracts: disposition/inventory/financial, measurement/process, and 
yield/quality. There is flexibility built into these contracts to allow for all kinds of special attributes to suit a particular data 
source. These data contracts are implemented at all incoming data points to the Azure Connected Factory. Azure IoT Hub and 
Event Hubs together give us the ability to ingest massive amounts of data using these data contracts. We’ve configured a script 
that uses Azure IoT Gateway to pull data from our data suppliers and then push that data to the Azure Connected Factory, 
giving us clean, ready, real-time data in the cloud, without the need to sanitize or transform the data. 

One of the biggest benefits of the connected phase is the ease of setup for our engineers. Before using Azure IoT Suite, we had 
program managers and teams of developers writing code and backend queries to bring a new data source into the process, 
which could take days, weeks, or even months of work. With Azure IoT Suite, it takes one person about 15 minutes to attach a 
new data source to the solution. 

We’re also using Docker to efficiently manage data flow into the Azure Connected Factory. In our factories, we use Softing to 
communicate with our factory equipment to gather data. Docker takes the data from Softing, formats it into JSON, and pushes 
it to the IoT Event Hub. 

PowerBI provides the interface between our users and the data collected and processed by Azure Connected Factory. We also 
set up a large array of Power BI screens in a control room layout as well as in bullpens on the factory floor, which allows 
operators to drill into the details. Today, team members simply walk into the room and see the reports displayed, interact with 
the data, and derive insights from the results. In addition, they can see reports anytime from their office or phone. 

 

Figure 3. A PowerBI dashboard from the current supply chain solution; all data is simulated 

Phase 2 (Predictive) 
Now, we’re moving beyond basic reporting to getting richer insights and value from the data. We’ve transformed our processes 
to be more predictive and detect potential issues before they arise. With machine learning, we’ll identify any change or 
anomaly in the dataset that’s further down in our supply chain and likely to cause errors or affect customers. And we’ll respond 
earlier—three to four stages earlier in our process—which helps us save costs and avoid issues. 

  

http://www.microsoft.com/ITShowcase
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Enabling real-time data capture and analysis 
With the Azure IoT Suite, we’re more proactive and predictive in improving operational processes, which helps us grow our 
revenue and profits. Right now, our connected devices pull manufacturing data from factory equipment and our process 
controls monitor the supply chain process down to specific equipment; we’re gathering data at the process level. This allows us 
to see connections between process steps as they happen, without relying on testing and data. 

We’re using Azure Data Warehouse and Azure Data Lake to gather the huge amount of data pulled daily using Azure IoT 
Connected Factory, which allows us to give accurate, real-time reporting to our supply chain management. Azure Connected 
Factory enables us to process this data much more rapidly than before. Before, we captured approximately 1 billion data points 
per day, but we were only able to analyze about 1 percent of that data. Now, we’re able to capture up to 10 billion data points 
per day and analyze 100 percent of it. Our access to data has gone from hours and days to minutes and seconds, and our grasp 
of the supply chain process is far superior to what we had. 

With this increase in processing capability, we have much more data at our fingertips. Using Western Electric rules and internal 
data grading techniques for statistical process control, we can get actionable data that correlates directly to what is important 
to our supply chain business. Our data sources are streaming, and the way that we process and react to that data has become a 
real-time, streaming process as well, both with the raw data at the back-end and with the processed data in PowerBI. 

 

Figure 4. Data capture and analysis with Azure 

Linking our supply chain is also an important part of Phase 2. We’ve connected material and component supplier locations with 
our primary location. This way, suppliers can see incoming material and quality. And, if we detect issues in the field, individual 
component manufacturers can see if their component is problematic. 

We’ve also added dynamic views of our supply chain data with our IoT implementation. We’ve expanded the dashboards 
created in Phase 1 with PowerBI to incorporate a personalized, real-time dashboard for each role in our supply chain process. 
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We’re using Power BI heatmaps to accurately identify high-level status of the supply chain and provide easy-to-digest views of 
the most critical issues across the entire supply chain infrastructure. This saves our engineers time in accurately diagnosing an 
issue and drilling down to the critical data they need to fix the issue. It also allows stakeholders at every level of our business to 
quickly access accurate, efficient information that helps them to make agile, informed business decisions. We’ve created a 
standard look and feel for our PowerBI reports to help our users accurately digest information from a dashboard without 
needing to orient themselves to how the data is laid out. 

 

 

Figure 5. A heatmap of Supply chain process equipment in PowerBI; all data is simulated 

Creating a proactive alerting system 
Using Azure, we’ve been able to connect a smart alert system to our IoT Connected Factory that monitors critical IoT-enabled 
metrics and enables automated responses and issue correction. Alerts identify measurements that indicate many types of 
factory issues, giving our engineers a feedback loop with stats and relevant info in PowerBI. Users can subscribe to cards in 
PowerBI bots that generate intelligent and actionable messages based on data conditions. 

Current state benefits 
Now, at the end of Phase 2, we’ve realized several benefits from digital transformation in our supply chain: 

• Easy initial setup. We set up screens displaying Power BI in conference rooms in around six weeks. 

• Significant time-savings. For the first dataset we worked on, there was a savings of 15 to 20 hours a week because teams 
did not have to curate data. Instead, they just looked at Power BI on a large screen in the conference room.  

• Cost savings. We are saving costs in several areas. Our engineers no longer have to spend an hour preparing a report or 
waste time gathering data from different sources to fix a supply chain issue that could cost millions of dollars. 

• More holistic and unbiased data view. We collect data from all of our suppliers and have a trusted data view, regardless 
of manufacturer or supplier—no more datasets with disparate messages. 

• More productivity; fewer meetings. Executives look at the reports at any time. If the reports indicate that everything is 
functioning as expected, they often find that they don’t need to meet. 

• Quick, easy insights with data that tells a story. We see interactions, for example, between yields and returns. No 
programming knowledge is needed to see inventory levels, process efficiency, costs, machine usage, factory production 
flow, and material. We detect and intercept anomalies quickly, which prevents issues later. 

http://www.microsoft.com/ITShowcase
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• Ability to customize. We create views that are most relevant for different teams. Also, Power BI is developer-friendly and 
extensible. Third parties can contribute and create features, graphs, and charts. 

• Integrated data. In the past, we had to extract data from our internal tools and then integrate the data to see factory 
production flow. Now, Power BI integrates it for us. 

• Data analytics in Power BI itself. These analytics reveal areas for machine learning for future scenarios. 

Phase 3 (Cognitive) 
Our third and final phase of digital transformation integrates machine learning and predictive maintenance into our supply 
chain process. Phase 3 enables us to realize benefits of the IoT Connected Factory and other Azure components along the entire 
supply chain process. Below are a couple examples of how this will look in our environment. 

Predictive yield improvement 
With predictive yield improvement, we’ll take data from the production manufacturing process and use Azure Machine 
Learning to evaluate production data for individual components and predict patterns in data like defects, material waste, or 
other factors that could allow us to improve yield. We have completed one pattern exercise that improved yield by 30 percent 
across the manufacturing process. 

Predictive return insights 
Predictive return insights means using big data from production processes to examine aspects of the product return process. 
Using Azure Machine Learning, we’ll be able to create models that identify drivers and patterns of returns that are attributed to 
critical hardware genealogy. This helps us improve the precision when we apply changes to supplier, factory, and supplier 
processes, which in turn allows us to more effectively anticipate and manage the product return cycle. 

Realizing the benefits of a complete solution 
Our new solution for MSC has already provided benefits to our supply chain processes such as easy initial setup, 
customizability, quick access to data insights, significant time savings, cost savings, and increased productivity. Our factories 
and suppliers are integrated at a level we’ve never had before. We’re constantly amazed at how quickly we can discover 
important trends and issues within our supply chain, and we’ve used Azure IoT Suite and Azure Connected Factory to help us 
build new supply chain processes that make it all happen. We only expect these benefits to increase as we move further toward 
completing our Azure IoT Suite solution. 

For more information 
Microsoft IT Showcase 
http://www.Microsoft.com/itshowcase 
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